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The combination of digital technology and the Internet infrastructure resulted in a
medium with huge democratic potential2. Adding up new architectural features, the Internet
enables multidirectional communication, instant response, expanded possibilities of discourse
and debate. Nevertheless, such potential can considerably diminish, depending on how
technology layers on top of the infrastructure are built, permitting more or less actions by users
and depending on the criteria of accessing and filtering content and discourses by its algorithm3.
In the process of enhancing political engagement by citizens through new technologies,
in the wake of what has been called "e-democracy" or "digital democracy"4, we must deepen the
debate on how this potential is being affected by what Ugo Pagallo calls “techno-regulation”. 5
In the Brazilian context, only recently we can talk about a true widespread usage of the
internet. The latest CETIC Households6 report refers to 49% or 81 million of Brazilian Internet
users in 2012, a figure that rises to 74% among those aged from 16 to 24 years. Concerning
internet usage for democratic purposes, we are witnessing a moment of several novelties in the
country: the 2012 elections consummated the first time that the Internet was used intensively by
citizens and candidates in an election campaign, while the protests of June 2013 were the first
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great cycle of marches in which the use of the Internet played a significant role, demonstrating
all of its potential.7
Along with this, the prioritization of Internet access and the necessity to improve its use
for democratic purposes, claims that are being echoed in the Brazilian public sphere, have found
representation in recent legislation. In its Article 7, the Brazilian Civil Rights Framework for the
Internet8, a law that resulted of a public consultation through the Internet started in 2009 and
approved by the Congress in 2014, determines that "Internet access is essential to the exercise
of citizenship (...)"9. Moreover, in 2011, the so called Access to Information Act (Law no.
12.527)10 was approved. It established mechanisms for mandatory disclosure of open data
mainly via Internet, as well as online requests for information by any citizen, aiming to promote
maximum transparency in public administration. From the point of view of public policy, the
National Broadband Plan11, launched by the Ministry of Communications in 2010, establishes
quantitative targets and guidelines to stimulate the expansion of access in Brazil for the next
years.
It becomes apparent that Brazilian government and citizens perceive the potential of the
connected public sphere in Brazil and how it is playing an important role in the digital age in
terms of access to knowledge, access to information, liberty of expression and accountability.12
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However, a new scenario starts to be built on another direction, fast and invisibly.
Although Internet regulations like the Brazilian Civil Rights Framework for the Internet in
Brazil try to value Internet’s democratic potential and regulate practices aiming to protect
constitutional rights, the auto-regulation based on design simply surpasses the regulation of law,
subverting the traditional “should/should not” logic of the rule of law and establishing the logic
of “can/cannot” of a new “rule of technology”, leaving no alternative choices of action for
citizens or governments.13
The Brazilian Civil Rights Framework for the Internet correctly states a safe harbor14
for Internet Service Providers and strongly declares the importance in ensuring the freedom of
speech in the cyberspace. Nevertheless, in reality, regulation by algorithms does an automatic
and invisible filtering, performing illegitimate censure, unmotivated and uninformed removal of
content, constantly unnoticed and without penalty. 15
For example, the mechanism of techno-regulation used by Youtube through the Content
ID
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system severely jeopardizes the Brazilian remix culture coming from Funk17 and

Tecnobrega18 expressions in the music scene. In another instance, Facebook’s algorithm trying
to filter pornography expressions, recently censored a post by the Ministry of Culture in Brazil
(posted in its official Facebook profile) with a photography picturing two Brazilian natives. The
photo in the public domain, was posted as a release to divulge a new website in partnership with
the National Library Foundation and the Moreira Salles Institute containing in the collection
over two thousand historical images of the nineteenth and twentieth centuries. Given the lack of
transparency for the automatic filtering and the indifference demonstrated by the Facebook in
this case, Brazilian Minister of Culture public declared that the algorithmic private censure was
abusive, violating the rights to sovereignty and access to culture, demanding more explanations
by the company and threatening them with a possible judicial prosecution. 19
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Both examples give us a clear perspective that the techno-regulation is already an
established practice and is being used to attend exclusively to commercial purposes without any
concern of observing constitutional rights or specific internet regulations such as the recently
approved Brazilian Civil Rights Framework for the Internet.
Although Brazilian policy makers and citizens are aware of the democratic potential of
the Internet, they are not sufficiently aware of the risks that are coming together in this scenario
promoted by private companies. To avoid a techno-regulation scenario where the rule of law is
overruled by algorithms, superimposing civil and constitutional rights, we must seek a more
effective regulation of these technologies, from a meta-technology perspective of the law.
Considering the importance of the law as an effective system to regulate actions, and
also considering that its criteria preserves rightly individual’s freedom to choose among
alternative courses of action preserving that way human autonomy, the rule of technology need
to be guided by the rule of law, considering law as a meta-technology that orients the regulation
by technology.
To optimize the positive effect and minimize the damage brought by the disruptive
effect of technological advanced regulation, it is crucial to understand their impacts and
consequences, considering the technical aspects and peculiarities of the new forms of
communication and also regulation.
Private companies have a relevant role in the enforcement of constitutional rights in the
connected public sphere. Without obligation to revise eventual abusive and non-informed
algorithmic filtering and removal of content or their reasons to the public scrutiny, there is no
public control over such practices. The challenge, as such, is to observe these practices and
measure their importance in political and social communication and guide the technology by a
more efficient law regulation in a way that it preserves user’s autonomy. The law, as a metatechnology, must try to reverse this scenario aiming to superimpose the dominance of design by
imposing more specific and severe duties concerning those democratic spaces.20
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