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#conceptional tour

A Kaliningrad
A Berlin

A Karlsruhe
A Strasbourg
A Pretoria



#publicity (publicness)
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A Kant argued that "All actions relating to the
right of other men are unjust If their maxim Is
not consistent with publicity."

A Human rights dimension



#nationalsecurityand
the duty to protect

A In 2010, Amnesty International called on the
whistleblower website WikiLeaks to expunge the
names of Afghans mentioned in the war logs
because of the fear of being be targeted by

Insurgents.

A In November 2009, WikiLeaks published the '9/1:
messages', a massive archive including thousanc
of text messages sent on September 2001 in the
wake of the terrorist attacks on New York and

Washington.



#Patsch (whistleblowing)

A FCJ: Article 5 of the German Constitution
provides the right to reveal serious irregularities
In agencies In order to remedy abuses. If this
Information concerns state or official secrets, the

nerson disclosing it must limit the information to

that which Is strictly essential to end the abuse.

—urthermore, prior to communicating with the

oublic, superiors within the agency must be

contacted. In exceptional cases where the
constitutional order is seriously infringed, the
public may be directly informed.




#Wallraff

A The FCC made clear that the propagation of
unlawfully acquired information falls within
the protective scope of the freedom of the

oress. The Court also turned to potential

iImits and the significance of the concerned

Knowledge in informing the public and for the

formation of public opinion.




#Spiegel
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taken into consideration both for the potential opponent
and for the formation of political opinion on a cabg-case
basis; the threats to the security of the nation that might
arise from publication are to be balanced against the need
to be informed of important events, including in the area of
RSTSyasS Lkt Aoe:¢
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readiness may in the long term be more important than
secrecy, despite the military detriment to the good of the
Federal Republic that this might initially entail; the public's
reaction normally will prompt the responsible State  organs
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#proportionality#marginof
appreciation

A The doctrine of proportionality marks the heart of the
[ 2dzNI Qa AYGSauAIFUAZ2Y Ay
restrictions but there is a complex interaction with the
principle of judicial restraint.

A In general, the Court does not deny that member
states have some discretion in assessing what is
ySOSaal N oaYlFINBHAY 2% || LJ
side, this cannot mean that there is no supranational
review. Hence, the exact scope (wide or narrow) of the

margin of appreciation is subject to academic
discussion and manifold case law.



#Stoll

A The Court noted that it was important to ascertain
whether the disclosure of the report and/or the
Impugned articles were, at the time of publlcatlon
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OdeYUNkQa AYUSNBauaod L
some importance whether the documents were
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publication may also heighten the risk of a potential
threat.

A The Court also examined the way in which the articles
had been edited.
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#Freedonof expressionpress?and

the internet
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store and communicate vast amounts of information,
the Internet plays an important role in enhancing the
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I But, the Court also made clear that the risk of harm posed

by content and communications on the Internet is
potentially higher than that posed by the press.
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with vast quantities of information circulated via
traditional and electronic media and involving an ever

growing number of players, monitoring compliance_
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#soclal watchdog #whistleblowing
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Informal campaign groups, must be able to carry on
their activities effectively. Individuals gutside the
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government must be subject to the close scrutiny not
only of the legislative and judicial authorities but also
of the media and public opinion. The interest which the
public may have in particular information can

sometimes be _so strong as to override even a legally
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Statesecretsandthe protection of
Individuals
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To understand what you are seeing here, please see the Afghan War Diary Reading Guide and the Field Structure Description

Afghan War Diary - Reading guide
The Afghan War Diary (AWD for short) consists of messages from several important US military communications systems. The me:

have changed over time: uch reporting stand: nd message format have changed as well. This reading guide tries to provide s
interpretation and understanding of the messages ained in the AWD.
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2. Berlin. The Netzpolitik.org case
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Bloggers: A. Meister & MBeckedabhl



source: http://www.zeit.de/politik/deutschland/2015-08/netzpolitik-4/wide__822x462
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START DATENSCHUTZ DIGITALKULTUR NETZNEUTRALITAT UBERWACHUNG URHEBERRECHT

Classified Department: We Unveil the New Unit of the
German Domestic Secret Service to Extend Internet

Surveillance

von Andre Meister am 15. April 20 ) in Uberwachung / 1 Kommentar

The German domestic secret service is setting up a new
department to improve and extend its internet surveillance
capabilities, investing several million Euros. We hereby
publish the secret description for the new unit named
~Extended Specialist Support Internet”. More than 75 spies
are designated to monitor online chats and Facebook,

Now with a new internet surveillance

create movement patterns and social network graphs and department: Federal Office for the Protection

covertly ,collect hidden information. of the Constitution in Cologne. Image: Stefan

Kihn. License: Creative Commons BY-5A 3.0.



https://netzpolitik.org/2015/secret-department-we-present-the-new-german-domestic-secret-service-unit-to-extend-internet-surveillance/
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DER GENERALBUNDESANWALT

BEIM BUNDESGERICHTSHOF

[ Der Generalbundes

Herm
Markus Beckedahl

Aktenzeichen Bearbeiter/in & (0721) Datum

3 BJs 13i156-1 OStA b. BGH Greven 8191-127 24, Juli 2015
(bei Antwort bitte angeben)

Betrifft; Ermittlungsverfahren gegen
1. André Meister
2. Markus Beckedahl
3. Unbekannt
wegen Verdachts des Landesverrats;

hier: Bekanntgabe der Einleitung des Ermittlungsverfahrens

Sehr geehrter Herr Beckedahl,

im Hinblick auf die Bestimmung des § 78¢ Abs. 1 Nr. 1 Variante 2 StGB in Verbindung mit § 22
Abs. 1 Alt. 2 Berliner Pressegesetz gebe ich |hnen Kenntnis davon, dass ich aufgrund von
Strafanzeigen des Bundesamtes fur Verfassungsschutz gegen Sie ein Ermittlungsverfahren
wegen des Verdachts des Landesverrats gemal §§94 Abs. 1 Nr.2, 25 Abs. 2, 53 StGB
eingeleitet habe. Gegenstand des Ermittiungsverfahrens ist die Verdffentlichung der beiden
nachgenannten Artikel im Internetblog ,Netzpolitik.org". Sie sind Verantwortlicher des Blogs. Am
25, Februar 2015 um 10:40 Uhr wurde der Artikel mit der Uberschrift ,Geheimer Geldregen:
Verfassungsschutz arbeitet an ,Massenauswertung von Internetinhalten  (Updates)*
vertffentlicht. Anschliefend erschien am 15. April 2015 um 8:05 Uhr ein Beitrag mit dem Titel
.Geheime Referatsgruppe: Wir prasentieren die neue Verfassungsschutz-Einheit zum Ausbau
der Internet-Uberwachung®, der seit dem 15. April 2015 um 20:10 Uhr auch in englischer
Sprache abrufbar ist.

Mit freundlichen GriiRen

im Auftrag

@l

Hausanschrift. rosse; E-Mail-Adresse; Telefon, Telefax,
Brauerstralie 30 Posifach 27 20 poststelle@gba.bund.de {0721} 8181 -0 (0721) B191 - 580
76135 Karlsruhe 76014 Karlsruhe



https://pound.netzpolitik.org/wp-upload/2015-07-24_Generalbundesanwalt-Ermittlungsverfahren-Landesverrat.png

Public debate: #landesverrat.

Sources: and netzpolitik.org



