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Abstract:
The fast technological development and growing use of cloud computing services require
implementation of effective legal infrastructure in order to deal with the privacy and data
security implications that are raised.
The paper provides an analysis of the application of the data protection principles and
concepts, adopted in the international regulatory frameworks, to cloud computing services,
starting from the point that the main aim of data protection regulation is to protect personal
sphere of individuals, from one side, and to support the free flow of information and data,
from the other side. The current proposals and regulatory decisions in the field of cloud
computing in EU are explored, focusing on the allocation of roles and responsibilities in client
– service provider relationships and the application of the concepts for data controller and
data processor. The paper also analyses the legal basis for lawful processing of personal data
and safeguarding the rights of data subjects in cloud computing services. The issues are
discussed and conclusions are drawn in the light of the need to ensure globally consistent
regulatory framework in order to protect effectively the rights of the parties concerned.
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Introduction

Cloud computing is a technological innovation in the ICT landscape related to the
development of new business models based on processing, collection, storage, and analysis of
data on remote computerized systems using internet or other networks [1]. Reducing IT costs
and thus enabling more users to benefit from the last technological solutions as well as being
a basis for further innovations in all sectors of economy are only some of the positive factors
that cloud computing already brings in the society [2]. In 2012 the European Commission
released as a part of the EU Digital Agenda a Communication on unleashing the cloud
potential in the EU [3] setting a strategy aimed at increasing the productivity in EU on the
basis of extended use of cloud computing services. In this context the EU data protection
legislation faced the challenge to be interpreted and modernised in order to respond to the
implications of cloud computing for the privacy of individuals and to ensure a trusted
environment.
The effective application of the EU data protection legal regulation is hampered by the
complex architecture of the cloud services. In most of the analyses services provided over the
cloud are divided in three layers: provision of cloud infrastructure, software and platform.
Services over these layers often involve multiple entities located in different jurisdictions
globally [2]. Lack of transparency of the personal data processing through cloud computing
services adds to the difficulties in ensuring high standards of protection of individual right to
privacy. Deployment of cloud computing services in EU faces the challenges of differing
national legislations in the field of data protection, due to the variations in the implementation
of Directive 95/46/EC on the protection of individuals with regard to the processing of
personal data and on the free movement of such data (EU Data Protection Directive)[4].
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The EU data protection model has been adopted in the 1990s following the Council of Europe
Convention 108 for the protection of individuals with regard to automatic processing of
personal data [5]. The EU model is based on technology neutral concepts and principles
whose application is not limited to a specific technological context and often requires
interpretation [6].
Because of the complexity of cloud computing and the challenges related to its technological
infrastructure, the application of data protection concepts and principles requires further
specification and clarification in order to ensure efficient protection of individual privacy and
legal certainty. The article aims to clarify the application of the concepts of data controller
and data processor in the context of the relations between the cloud service providers and
customers. The analysis is made on the basis of the existing international data protection
frameworks as cloud services are often related to transborder transfer of personal data
involving different jurisdictions.
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2.1

The concepts of data controller and data processor in the cloud context
EU legal framework

The concepts of data controller and data processor are essential in the EU data protection
model forming the basis for allocation of responsibilities for ensuring lawful processing of
personal data and for defining the applicable national data protection law [7]. The legal
definitions for the terms “data controller” and “data processor” are included in the EU Data
Protection Directive, providing that the data controller is the party that alone or jointly with
others determines the purposes and means of the data processing [8]. The data processor, on
the other side, is the party which processes personal data on behalf of the controller [9].
According to the EU Data Protection Directive the data controller is responsible for the lawful
processing of personal data and ensuring the rights of data subjects.
The comprehensive approach towards data protection is considered as an advantage of the EU
data protection model. However the assessment of the effectiveness of the EU Data protection
directive indicates as a weakness the simplistic definitions of data controller and data
processor which cannot adequately cover all entities involved in the data processing in an
interconnected technological environment [6]. As example a cloud based free email service
could involve separate storage and mailing functionalities for the customer while having a
different legal entity providing analysis of clients’ e-mails based on which advertisements are
shown to the customer.
The EU Data Protection Directive as a legal instrument is the basis for harmonization of
national data protection regulations of the EU member states. At EU level guidance on the
uniform interpretation of the data protection concepts is provided by the Article 29 Working
Party acting as an advisory body on data protection issues for the European Commission [10].
At national level the supervisory authorities are responsible for monitoring the application of
national data protection regulations.
2.1.1 Opinions of the Article 29 Working Party
The Article 29 Working Party considered the distinction between the data controller and data
processor in different opinions that bring important clarification on the responsibilities of the
cloud service providers and cloud service customers.
Opinion 10/2006
2

In 2006 the Article 29 Working Party adopted an opinion on the processing of personal data
by the Society for Worldwide Interbank Financial Telecommunication (SWIFT) [11], a
Belgian based cooperative providing an international financial messaging service. The
opinion clarified the role of the organization in the processing of personal data. The case was
provoked by a press release in 2006, informing that SWIFT provided data to the United States
Department of the Treasury contrary to the EU data protection legislation. SWIFT refused
responsibility, stating that the cooperative was acting solely in the role of data processor and
emphasising that according to the contractual provisions in the frames of which the personal
data were processed, SWIFT was a “subcontractor.”
In order to determine whether SWIFT acted as a data controller or as a data processor, the
Article 29 Working Party gave priority to the factual circumstances before the provisions of
the data processing contract. The Working Party accepted that the role of a subcontractor in
the commercial or civil law equals to the role of a processor under the EU Data Protection
Directive. However on the basis of the facts the Working Party concluded that the role of
SWIFT regarding the processing of personal data has evolved in a way that went beyond the
competence of the processor. The factual circumstances that were taken into account by the
Working Party in order to qualify SWIFT as a controller of the data processing included that
the management of SWIFT cooperative was able to control the data processing by taking
autonomous decisions regarding the purposes and means of the processing. The decisions on
the development, marketing and changing the services and processing of data as well as the
competence to decide on the service agreements and policies were qualified by the Working
Party as practical and legal means of processing [12], for which the competence is assigned
to the data controller according to the EU Data protection directive.
Considering the role of the financial institutions that used the SWIFTNet FIN service, the
Working Group concluded that they act in the role of joint controllers for the SWIFT
activities, as they were able to influence the decisions. However the Working group
highlighted that the joint responsibility does not necessarily mean equal responsibility [13].
The Opinion on SWIFT case has an important impact on the provision of cloud computing
services involving processing of personal data from EU, as it affirms that the role of the
organizations involved in the data processing should be assessed by the competent national
authorities on the basis of factual circumstances independently of the qualifications given in
the contracts for the data processing. In the case of cloud computing where many parties are
often involved as contractors and subcontractors the allocation of responsibilities could often
lead to joint accountability. However the EU legislation lacks the definition of the scope of
joint responsibility as well as objective criteria for identifying the respective share of
responsibility.
Opinion 1/2010
Another document that has to be taken in consideration in order to clarify to roles of the
parties involved in the cloud computing services is the Opinion 1/2010 of the Article 29
Working party on the concepts of "controller" and "processor" [14]. The document aims to
clarify the concepts in view of the globalization and increased complexity of the
organizational and technological ways for data processing. In the Opinion 1/2010 the
Working Party emphasises the importance of clear and uniform interpretation of the concepts
"controller" and "processor" in order to achieve effective implementation of the EU data
protection model.
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On the basis of the definitions provided in the EU Data Protection Directive, the Working
Party identifies three basic elements in the concept of data controller: the personal aspect, the
possibility of pluralistic control and the essential elements that distinguish the data controller
from the data processor i.e. the possibility to determine the purposes and the means of the
personal data processing.
Clarifying the idea behind the concept of “data controller”, the Working Party highlights that
although the concept has been developed on the basis of Convention 108 of the Council of
Europe, it has evolved to have its independent meaning under EU law. According to the
Convention 108 provisions the data controller is only the body that is competent to decide the
purposes and means of personal data processing, while under the EU law as data controller is
qualified the body that factually determines them, even in the cases when it is done contrary
to the law. Following its position from the SWIFT case, the Working party emphasizes, that
in order to determine if a body acted in the role of a data controller, it is essential to make
analysis of the factual circumstances of the case, while defining the purposes of the data
processing.
To facilitate the process of actual identification of data controllers, the Working party
differentiated three categories of situations in which data controllers act. The first one is when
the controller controls the data processing on the basis of explicit legal competence. In such
case the data controller is designated by national or EU law [15]. The competence for
determining the purposes and means of the data processing of the second category of data
controllers derives implicitly from common legal provisions or established legal practice (for
instance, employers processing the data of their employees). For the third category of data
controllers, the control that they exercise over the data processing is a result of their factual
influence that can be assessed on the basis of the factual circumstances and contractual
responsibilities. However the Working Party reiterates that although the contracts can help to
clarify the case, the factual analysis prevails. According to the analysis of the Working Party
the third case could result most often to divergent interpretations. Cloud computing usually
falls under the third category where factual analysis has to be done in order to distinguish data
controller and data processor.
The EU Data Protection Directive provides that the controllers determine the purposes and
means of the data processing. According to the interpretation provided by the Working party,
the determination of the purposes of the data processing qualifies the actor as data controller.
The determination of the means of processing refers to decisions ensuring the lawfulness of
the data processing and more specifically its compliance with the data quality principles. Such
decisions always qualify the actor as data controller. However concerning the technical or
organizational means of data processing, the decision can be taken by the data controller or to
be delegated to the data processor.
In the Opinion 1/2010 the Article 29 Working Party also clarifies the concept of data
processor, developed in the EU legislation. According to the interpretation of the legal
definition, in order an actor in data processing to be qualified as a processor, it should be a
separate natural or legal entity that undertakes the data processing on behalf of the data
controller. The EU Data Protection Directive requires a contract or a binding legal act to
regulate the relations between data controller and data processor in order to ensure that the
delegation of processing will not entail lower standard of data protection [16].
The Working Party recommends that the contract shall be in written form for evidence
purpose and shall have a minimum content, stipulating in particular that the data processor
shall act only on instructions from the controller and implement technical and organizational
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measures to adequately protect personal data. According to the interpretation provided by the
Working Party the contract does not have constitutive effect for the controller/processor
relations. In addition the Working Party underlines that regardless if the contract has been
prepared by the controller or the processor if the controller agrees on the contract it takes the
responsibility to comply with the legal requirements for lawful processing.
Opinion 05/2012
The Opinion 1/2010 of the Working Party provides the basis for the application of the
controller/processor distinction in the context of cloud computing services which was further
developed in its Opinion on Cloud Computing adopted in 2012 [17]. According to the
analysis of the Working Party the main risks for the individual right to privacy, associated
with cloud computing services are related to the lack of control over the personal data
processing, insufficient information about the parties involved in the data processing
(processors/ sub-processors) and their location as well as the third parties to which is given
access to information.
Considering the applicability of the controller/processor concepts in the relations between
cloud client and cloud provider, the Working Party drew conclusions on the basis of the
criteria listed in its Opinion 1/2010. The cloud client is qualified as data controller if it
determines the purposes of the processing and deciding on the delegation of the processing
activities to an external organization. The entity providing cloud services (hardware, platform
or software) is considered to be a data processor. However the relations when personal data
are processed via cloud services could be much more complex. In order to assess them in
view of the EU data protection legislation it is essential to consider the factual circumstances
of the data processing. In many cases it is possible that the cloud provider acts as joint
controller or separate controller when it processes data for new purposes. The Working Party
emphasizes the importance of clear allocation of responsibilities in the complex cloud
environment where multiple players from different jurisdictions globally are usually involved,
in order to avoid cases where it is not possible to identify the responsible subject.
Even if the cloud client cannot negotiate the terms of standardized contracts offered by cloud
providers, if the cloud client agrees on them, it will be sufficient ground to be qualified as a
data controller. The Working Party affirms that it is the responsibility of the client to choose
the option in which the personal data will be processed in compliance with the applicable data
protection legislation. In contrary to this position, it is argued that if the consumer as
controller cannot impose control on the processor, there should be an exemption from the
liabilities of controller if the information is processed in third-party equipment [18].
For processing operations done via cloud services it is usual separate tasks of the processing
to be allocated to different processors. It is also a common case when processors are
allocating some tasks for the processing to sub-processors. The Working Party emphasizes
that in such cases the data controller – the client must be informed as well as to be provided
with guarantees that the sub-processor will meet the security requirement of the applicable
national legislation of the EU member state. According to the interpretation of the Working
Party it is not necessary to have a direct contract between the data client and sub-processor,
but it is important that the contract between the processor and sub-processor should reflect the
provisions of the data protection contract between the data controller and the cloud providers
that acts as data processor. In such cases it is advisable the contract to be based on the
standard contractual clauses for the transfer of personal data to processors established in third
countries approved by the European Commission [19].
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In this model sub-processing is permitted only with the prior written consent of the controller
and with a written agreement imposing the same obligations on the sub-processor as are
imposed on the processor. In case the sub-processor fails to fulfil its data protection
obligations the processor shall remain fully liable to the controller for the performance of the
sub-processor’s obligations. A provision of this kind could be used in any contractual clauses
between a controller and a cloud service provider, where the latter intends to provide services
through subcontracting to assure required guarantees for the sub-processing.
In the three opinions analysed above the Article 29 Working Party presented consistent
interpretation of the data controller/data processor concepts. In order to ensure high level of
protection of individual privacy as well as to avoid cases when the responsible party for the
data processing cannot be identified, the Working Party adopts quite broad interpretation of
the concept of data controller. Moreover in the case of cloud computing the obligations of the
data controllers/processors are further increased as for instance with the requirement to inform
the client for all sub-processors involved in the data processing and to ask for prior
agreement. The additional obligations imposed of the data controllers and data processors as
well as the requirement of detailed contracts specifying the terms of the data processing will
ensure better privacy protection. However they will entail further administrative burden on the
cloud service providers and monitoring authorities [6].
2.1.2 Article 29 Working Party decision about Microsoft
In April 2014 the Article 29 Working Party approved the Microsoft agreement for cloud
service [20]. The approval is regarded as an important step towards wider use of cloud
computing, as it brings more certainty and clarity in the application of EU standards to cloud
computing industry [21]. The Working Party confirmed that the Microsoft agreement meets
the requirements of the standard contractual clauses for transfers to processors in third
countries approved by the European Commission in 2010. The approval aims to reduce the
number of national authorizations required to allow international transfer of data from EU
member states. However it is possible that such authorization is still required in some member
states according to their national legislation.
On the basis of the agreement Microsoft will be able to provide cloud services to EU clients
as a data processor. Following the approach taken by the Article 29 Working party in its
opinion on cloud computing, the contractual obligations of Microsoft include prior
notification to the client in case of appointing a new sub-processor. In case that the client does
not agree with the appointment, it is entitled to terminate the contract.
2.1.3 Proposal for EU Data Protection regulation
Faced with the challenges of the fast technological development in 2012 the European
Commission proposed a new Regulation containing the general rules on data protection. The
regulation aims to remove the complexities stemming from the differences between the
national data protection legislations and to facilitate the deployment of services which require
transborder flow of personal data. Moreover in the framework of the data protection reform
the EU aims to modernize the data protection rules in order to correspond to the new
technological environment [22].
In relation to the data controller concept the European commission proposed the criteria that
qualify the data processing organization as controller to be further developed by adding that
the controller defines not only the purposes and means but also the conditions of the data
processing [22]. However the European Parliament decided not to approve the change at the
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first reading of the proposal leaving the definitions of data controller and data processor
unchanged from the EU Data Protection Directive [23].
In the proposal for Data Protection Regulation the application of EU data protection
legislation is extended in two cases that will have important impact on the provision of cloud
computing services. According to the new proposal the EU data protection legislation will be
applicable in all cases of processing of personal data in the context of the activities of an
establishment of a controller or a processor in the EU independently if the processing takes
place in the union or not [24]. In comparison, the EU Data Protection Directive associated the
application of EU data protection legislation only with the establishment of the data
controller. Furthermore the proposal for Data Protection Regulation states explicitly that it
should apply to controllers and processors which provide the means for processing personal
data for personal or domestic activities, although such use is excluded from the scope of the
application of the regulation [25] The provision is important as it aims to regulate clearly the
cases of private use of cloud computing services from EU individuals.
In its opinion of the proposal for Data Protection Regulation the European Data Protection
Supervisor emphasizes that the proposed rules will increase the standard of privacy protection
and accountability of the data controllers [26]. Regardless of the wide ongoing discussion on
the usability and practicality of the legal definitions for data controller and data processor, the
definitions stayed unchanged. As a consequence the parties involved in the provision of cloud
services will continue to face uncertainty regarding their role and responsibilities. They will
be forced to rely on Article 29 Working Party opinions which are not legally binding.
2.2

Regulation of the data controller/data processor concepts in other international
privacy frameworks

2.2.1 OECD Privacy Guidelines
The OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data
contain the concept of data controller defining it as the organization which according to the
national law is competent to decide the contents and use of the personal data [27]. Although
the concept of the data processor is not introduced in the guidelines, the organizations acting
in the role of agents on behalf of the data controller for the collection, storing, processing or
dissemination of personal data, are excluded from responsibility in relation to the data
processing. The complete responsibility for ensuring the lawfulness of the data processing is
assigned to the data controller.
In 2013 the OECD Privacy Guidelines have been revised in order to ensure interoperability
and to facilitate further the international transfers of personal data taking in consideration the
technological developments and the widespread use of cloud services. The revision aimed to
simplify and consolidate the data protection regulations as well as to reinforce the principle of
accountability on the basis of which the data controller remains accountable for the personal
data transfer that controls independently of the location of the data [28]. To this end the new
concept of privacy management programme have been introduced in order to ensure the
application of OECD guidelines by the data controllers. The OECD guidelines provide that
the privacy management programme should cover all data processed under the control of the
controller, including the data that are processed by the agents of the data controller on its
behalf. Keeping the complete responsibility to the data controller aims to grantee in any case a
party to which the recourse for unlawful implementation of data protection rules can be
addressed.
7

2.2.2 Safe Harbour Framework
In difference to the EU comprehensive approach in data protection, the US relies on sectoral
laws adopted for the public and private sectors [29]. Some US regulatory instruments impose
obligations on the data owners to ensure secure processing of personal information by third
parties, usually on the basis of contractual provisions. In addition, some legal instruments
impose restrictions to service providers that have access to personal information [30].
The EU data protection standards in US are ensured on the basis of the Safe Harbor
Framework, approved by the European Commission in 2000 [31]. The framework was
adopted following the requirement of the EU Directive 95/46/EC providing that the data
transfers are allowed only to non-EU countries, ensuring adequate level of data protection.
The Safe Harbor Framework is based on a set of principles that have been issued by the US
Department of Commerce aimed to support commercial relations with the EU. The
organisations decide voluntarily to adhere to the Safe Harbour framework that entails their
obligation to comply with the data protection principles embodied in it. In order to qualify for
the Safe Harbour Framework, an organisation can join a self-regulatory privacy programme or
provide its own self-regulatory privacy policies. Regardless if the organisations adhere
through self-regulation mechanism or on the basis of a sectoral law, they are subject to
statutory penalties for non-compliance.
The Safe Harbour Framework imposes obligations on the US organisations processing
personal information of individuals subject to EU legislation to ensure the compliance of the
data processing with the embodied principles. However within the defined principles the
framework does not contain the terms “controller” and “processor”. The idea that a third
organisation could be involved “on behalf of and under the instructions” of the organisation
administering the data processing is implied in the concept of the “agent”. The Safe Harbour
framework requires the organisation administering the processing to ensure that the agent is
bound by the Safe Harbour principles or is subject to the EU Directive 95/46/EC/. Otherwise
the organisation is obliged to enter into a written contractual agreement providing that the
agent will maintain the requested data protection standards. When personal data are
transferred to a third organisation acting as an agent, the organisation administering the
processing is not required to notify the individuals about the purposes of processing, the third
party to which the information is disclosed, or the options that individuals have in order to
limit the use or disclosure of the information.
The interpretation of the Safe Harbour Principles follows the US legislation which does not
contain the controller/processor distinction [32]. However guidance about the application of
the Safe Harbour principles is provided in the frequently asked questions annexed to the
Decision of the European Commission providing some clarification on the implementation of
the concepts of data controller and data processor following the requirement of the EU data
protection directive. For instance an US organisation receiving personal information from EU
solely for processing is not required to join the Safe Harbour framework, as the responsibility
for complying with the EU Data protection directive is imposed on the EU controller. The
EU controller is obliged to have a contract with the US organisation acting as a processor,
ensuring that the EU standards of data protection legislation will be respected [33]. When an
US organisation acting as a processor has joined the Safe Harbour Framework the contract
with the EU data controller will not require prior authorisation, in case it is not required by the
national legislation.
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For US organizations joining the Safe Harbor Framework it is important to have a clear idea
of the role that they have in the processing in order to comply with the relevant obligations.
The interpretation of Safe Harbor Framework requires balancing between the US and EU
legal concepts [34].
2.2.3 APEC Privacy Guidelines
The APEC Privacy Framework adopted by Asia-Pacific Economic Cooperation (APEC) in
2004 aims to improve the standard of information privacy protection in the APEC countries as
well as to increase transborder flow of personal information between those countries [35].
Following the OECD Guidelines, the APEC Privacy Framework defines the concept of
“personal information controller” as the party that controls the collection, holding, processing
or use of personal information. The APEC framework assigns the full responsibility for the
processing on the controllers and excludes from responsibility the person or organization
undertaking such functions under the instructions by another person or organization, thus
implying the agent concept from the OECD guidelines. Further the APEC framework imposes
on information controllers but not on their agents the obligation to take appropriate safeguards
against risks to personal data.

3

Conclusions

The beneficial effect of the cloud computing on the economy and society is internationally
recognised. Deployment of cloud computing services requires a data protection framework
that from one side supports the high standards of protection of individual rights and from the
other side is based on clear and unambiguous concepts and rules that provide legal certainty
and predictability. The EU data protection framework is regarded as the highest standard for
privacy protection compared to other international legal frameworks. The effective
application of the EU data protection regulations in the cloud computing requires clear
distinction of the responsibilities of the organisations involved in the data processing.
In all frameworks examined above the concept of data controller is embodied although
defined with different wording. The EU concept of data processor can be transposed to some
extent to the concept of agent in the OECD, Safe Harbour and APEC privacy frameworks.
The main difficulties arise when the role of an entity involved in data processing should be
qualified as controller or processor. The complexity of the cloud services industry also
imposes challenges by its own in clearly identifying the role of each entity involved. On those
premises the Article 29 Working Party approach to give priority to factual circumstances in
defining whether organization acts as data controller or data processor comes as very helpful
and practical solution. Despite the guidelines provided by the Article 29 Working party the
application of the concepts still could lead to various implementations in the frames of the
national laws of the EU member states which can affect negatively the deployment and
provision of cloud computing services in the EU. For this reason it is recommendable that
those guidelines are embodied into a legally binding regulation in order to provide the needed
certainty for rapid deployment of cloud services across EU.
The proposal for EU data protection regulation, although keeping the same broad definitions
for the data controller and data processor, aims to further ensure the application of the EU
data protection standards binding their application with the jurisdiction under which operates
not only the data controller but also the data processor. The international data protection
frameworks keep the principle of sole accountability of the data controller regarding the
lawfulness of the data processing. New mechanisms including the requirements for risk
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assessment and management programme have been provided aiming to ensure that all data
processing will be covered by the applicable data protection legislation. However there are
still divergences in the definition of roles and responsibilities under the data protection
frameworks which undermine the efficiency of the individual rights protection in the cloud
environment.
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